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FDA Issues Warning Over Potential Cybersecurity Threat Via Medical Device

On July 31, 2015, the FDA issued a warning regarding Hospira's Symbiq Infusion System, a medical device
that it believed to be particularly vulnerable to cybersecurity attacks. The Symbiq Infusion System is a
computerized pump that continuously delivers general infusion therapy to patients, and communicates through
a wired or wireless connection to the healthcare provider's network. Its cybersecurity vulnerabilities stem from
the fact that it can be accessed remotely through a hospital's network, which may allow an unauthorized user
to control the device. While the FDA and Hospira are not aware of any patient adverse events or unauthorized
access of the system, and the system is no longer being sold, the FDA strongly discourages the use of these
pumps in light of the potential for hacking.

The FDA warning raises the broader issue of whether a medical device's cyber vulnerability could lead to
product liability claims, in addition to presenting data breach and data security issues. Besides allowing third
parties unauthorized access to data, hacking could potentially lead to malfunction of a device and
corresponding injury to a patient. Following such an event, one could imagine a defective design suit premised
on a theory of strict liability or negligence against the manufacturer of the medical device for failing adequately
to design the device in a manner that guards against hackers. Medical device manufacturers should also
understand the potential litigation risks they face from cybersecurity breaches based on a failure-to-warn
theory. Such a claim could seek to hold the manufacturer liable for a failure to provide adequate warnings
about security risks or steps that the user should take to guard against hacking.

There are of course many potential defenses to such a claim. Is software even a product subject to traditional
product liability claims? Would the intentional, malicious act of a hacker constitute an intervening cause of the
injury? Would the learned intermediary defense be available to a manufacturer that has fulfilled its duty of care
by providing information regarding cybersecurity vulnerabilities to the physician, who then interacts with the
consumer?

There are many uncertainties in the legal landscape in this area, but product manufacturers should be attuned
to this issue, particularly as the FDA has clearly expressed a concern over cybersecurity issues with medical
devices.

With Legalization Comes Litigation: Legal Marijuana Use Yields Failure To
Warn Lawsuit

In the nation's first product liability claim involving the legal marijuana industry, a Colorado marijuana grower
was recently sued in a proposed class action claiming a failure to warn consumers that its marijuana was
treated with a fungicide known to break down into a carcinogen when ignited.

In Brandan Flores and Brandie Larrabee v. LivWell Inc., Case No. 2015-cv-33528, filed in the District Court of
Denver County Colorado, plaintiffs, two marijuana users, allege that marijuana distributor LivWell has been
treating its plants with the pesticide Eagle 20 EW, which has been approved for use on certain crops but not on



agricultural products meant to be smoked, such as tobacco. Plaintiffs claim that they would not have smoked
marijuana purchased from LivWell had they known that it contained the poisonous fungicide.

Colorado is one of four states, along with the District of Columbia, that has legalized the recreational use of
marijuana. While Colorado has approved a list of pesticides that are acceptable to use in connection with
marijuana growing, there are no relevant federal safety guidelines. This is due to the fact that federal law
makes no distinction between marijuana and any other controlled substance, such as heroin or cocaine.
Indeed, federal law classifies marijuana as a highly addictive drug with no medicinal value under the Controlled
Substances Act, 21 U.S.C. § 811.

This case shines a light on the lack of oversight concerning which chemicals should be allowed in the
cultivation of cannabis for legal production and consumption. In the absence of federal regulations, similar
claims involving marijuana products in Colorado and in other states are certainly possible.

Fifth Circuit Decision Nixes Presumption Of Reliance In RICO Action

The Fifth Circuit recently issued an opinion reversing a trial court's decision to permit a presumption of reliance
in an action alleging violations of the Racketeer Influenced and Corrupt Organizations Act (RICO) for investors
in a pyramid scheme dispute. The case, Juan Torres et al. v. SGE Management LLC et al., Case No. 14-
20128, reaffirms the requirement in RICO actions that plaintiffs must prove specific and individual reliance on
misleading information.

Plaintiffs, a class of 150,000 sales representatives who invested in Ignite Holdings Ltd., argued that the
company was operating a pyramid scheme in violation of RICO and sought class certification. Defendants
argued that certification was improper because of difficult issues of individual reliance: whether defendants'
representations deceived individual plaintiffs into believing that the scheme was legal. The district court
dispensed with the individualized reliance issue by presuming that putative class members would not have
knowingly participated in a pyramid scheme unless they had been misled.

On appeal, the Fifth Circuit reversed class certification and held that reliance "cannot be inferred merely
because a business is alleged to be a pyramid scheme." That was particularly true where, as here, the record
suggested that "investors were told that it was a pyramid scheme," including a statement made by a high-level
employee at Ignite who referred to the investment opportunity as a "pyramid." The Fifth Circuit explained that,
to recover under RICO, the plaintiffs needed to show individualized reliance on the marketing materials issued
by Ignite that presented the investment scheme as legitimate.

Plaintiffs often try to evade the requirement to show individualized causation not only in the context of financial
fraud, but other types of litigation that often follow in the wake of product liability litigation. Plaintiffs similarly
seek to use presumptions or other "aggregate" proof (sometimes supported by expert statisticians) to avoid an
individualized showing of reliance or causation in Medicaid fraud actions, qui tam lawsuits, and third-party
payor lawsuits, for example. But the Fifth Circuit recognized in Torres that despite these sort of arguments "our
precedents do not support an inference of reliance from fraudulent conduct . . . . Generally, the defendants are
entitled to probe these differences at trial . . . ." The Fifth Circuit's reaffirmation of this rule is good news for
defendants facing litigation against plaintiffs who are attempting to duck out of proving individualized reliance or
causation.

House Considers Proposed Fraudulent Joinder Prevention Bill

On September 29, 2015, the House Judiciary Committee held a hearing on a bill entitled "The Fraudulent
Joinder Prevention Act of 2015." This pending legislation addresses a longstanding problem in the American
judicial system: plaintiffs' joinder of a nondiverse defendant solely to defeat federal diversity jurisdiction and to
keep otherwise removable cases in state court.

The bill's two-sentence addition to the general removal statute, 28 U.S.C. § 1447, addresses fraudulent joinder
in several ways. First, the bill replaces the various common law fraudulent joinder tests with a uniform statutory
test that requires courts to deny remand if the complaint fails to state a "plausible" claim against a nondiverse
defendant. In effect, the bill directs courts to apply the Twombly/Iqbal plausibility standard to fraudulent joinder
as opposed to the looser "no possibility" standard often employed by courts in fraudulent joinder cases.
Second, the bill requires courts to deny remand if the plaintiff lacks a good faith intent to prosecute the action
against a nondiverse defendant. This language codifies an alternative theory of fraudulent joinder that some
jurisdictions have recognized. Finally, the bill clarifies that courts may consider affidavits and other evidence to



assess whether the plaintiff lacks good faith.

These changes would be beneficial for out-of-state defendants who desire to litigate in federal court as well as
for small businesses whom plaintiffs often name even though they have little or no desire to obtain a judgment
against them. The legislation would ease defendants' very high burden to establish fraudulent joinder. It also
may discourage plaintiffs from naming bogus in-state defendants in the first instance.

By enacting this bill to clarify and reinforce the fraudulent joinder doctrine, Congress could curb plaintiffs'
abusive tactics in this area and increase the likelihood of removal when the real focus of plaintiffs' claims is out-
of-state defendants. Defendants should monitor developments regarding this bill and should consider
expressing their support for this statutory solution.

For questions or comments on this newsletter, please contact the Product Liability group at
product@aporter.com.
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