
Is Big Business Watching You? RFID Tags,
Data Protection, and the Retail Industry
in the European Union
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Atransformational technology that has the
potential to transform supply chain manage-

ment, reduce errors, and cut fraud? It is no sur-
prise that manufacturers, retailers, and other
technology companies throughout the world are
fascinated by the claims made by advocates of

Radio Frequency Identification (RFID). Some
consumer groups, however, feel that the intro-
duction of RFID is a little too like ‘‘Big Business
is Watching You.’’

At theirmostbasic,RFIDsystemsworkbytrans-
mitting the identity of an object (in the form of a
unique serial number) wirelessly. While there are
many helpful and positive applications for this
technology, there are potential privacy concerns
relating to how businesses and governments use
the technology, which may breach the principles
of the European Union’s (EU) Data Protection
Act. The surreptitious collection of an individual’s
data; the ability to track customers as they walk in
public places; the creation of profiles based on the
monitoring of consumer behavior in shops; and
the ability to read the details of clothes and acces-
sories worn, as well as medicines carried—what
retailers might see as an enhanced consumer
experience can also be viewed as a violation of
human dignity, as well as data protection rights.

The UK Information Commissioner’s Office
(ICO) has recently published guidance on RFID
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technology,1 which addresses the many implications for
RFID. On October 16, 2006, EU Information Society
Commissioner Viviane Reding opened the EU RFID
2006 Conference entitled ‘‘Heading for the Future,’’
which is part of a public consultation in advance of
legislative proposals due by the end of the year.

This article focuses on the EU and uses of RFID in
the retail sector and the need to process data in accor-
dance with the rights of the data subject. The fact is
that the concerns about RFID are similar to concerns
that arose when Internet technology was gaining wider
acceptance. Cookies downloaded from an Internet
browser are able to identify an individual as having pre-
viously visited a Web site and can be used to build up a
profile of users of the site, similar to the potential uses of
RFID technology. This article will suggest that methods
used to ensure compliance with data protection princi-
ples in relation to cookies can be used with RFID tech-
nology to remove many of the current consumer fears of
consumers.

What Is RFID?
RFID tags are a way in which information can be

transmitted and recorded using radio signals. The key
parts of an RFID system are: (1) the tiny radio device, or
tag,which consists of an electronic circuit that stores data,
and an antennae to receive and transmit signals via radio
waves; and (2) the reader that contains an antennae that
is able to translate incoming analog information from
the radio tag into digital data, which can then be pro-
cessed by a computer system.

When a tag receives a signal from a reader, it will
respond to the signal by transmitting its own unique
number. In this way, the reader can identify the tag,
relate it to the information within its database, and there-
fore identify the product. The operating range of RFID
tags depends on the frequency used, varying from a few
centimeters for low frequency tags to more than 100
meters for microwave tags.

RFID systems have been hailed as the next-
generation barcodes, whose limitations in the face of
this technology are now apparent: Barcode labels have
a low storage capacity and simply transmit the type
of product or series of items, whereas RFID has the
ability to have a unique number for each individual
product. In addition, whereas barcodes have a low read
range and can be read only one at a time when line of
sight is established, RFID tags can be read at a distance
from the product and more than one can be read at a
time. Finally, whereas barcodes are fixed and cannot
be rewritten, the micro-chip technology in RFID can
be reprogrammed as necessary, making them much
more flexible.

Current Applications of RFID
EU Information Society Commissioner Viviane

Reding said at the EU RFID Conference, ‘‘[i]t is esti-
mated that by 2015 there will be 1 trillion sensors link-
ing the physical and digital worlds. These two worlds
will merge to become an ‘Internet of Things.’ The
applications are numerous; the list is limited only by
our imagination.’’

RFID are currently used in a wide range of applica-
tions to improve the tracing of goods and assets. Exam-
ples include pre-paid travel cards, such as London
Underground’s Oyster travel-card system; improving
management of moveable assets for logistics providers,
such as monitoring livestock or passengers’ baggage at
airports; anti-counterfeit initiatives, such as for drugs in
the pharmaceutical industry; child safety devices; key-
fobs; and secure access entry systems.

By far the most widely used current application,
however, and the application that this article will
concentrate on, is use by retail managers and wholesalers
to monitor particular goods and aid supply chain man-
agement. This can assist with product recall procedures,
as RFID can easily identify a single batch, and help to
prevent shoplifting and fraud.

Data Protection Rights
The EU Data Protection Directive2 (the Directive),

which theUK implemented by the Data Protection Act3

(DPA), regulates the processing of personal data by data
controllers and also awards data subjects certain access
rights in relation to any data that is being processed
about them. ‘‘Processing’’ includes almost any act done
in relation to the data. ‘‘Personal data’’ is very widely
defined in the DPA and includes any information that
relates to a living individual; and the information col-
lected concerns an individual who is identified or iden-
tifiable. Data relates to an individual if it relates to the
identity, characteristics, or behavior of an individual or if
such information is used to determine or influence the
way in which that person is treated or evaluated. The
information does not have to be specifically linked with
an actual person if the individual can be distinguished
from others around him.

The DPA sets out eight data protection principles that
have to be adhered to when processing personal data.
These state that:

1. Processing of personal data shall be lawful and fair in
accordancewith conditions identified in theDPA and
Directive to legitimize data processing;4

2. Personal data shall only be obtained for specified and
lawful purposes;
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3. Personal data shall be adequate, relevant, and not
excessive for the purposes for which they are
collected;

4. Personal data shall be accurate and kept up to date;

5. Personal data shall be kept for no longer than necessary
for the purposes for which the data were collected;

6. Personal data shall be processed in accordancewith the
rights of the data subjects; these rights include the right
for a data subject to know what data is being collected
and held, to be told how data is being processed, and
who has access to the data;

7. Appropriate technical and organization measures shall
be taken to prevent unauthorized or unlawful proces-
sing of personal data and against accidental loss or
destruction of, or damage to, personal data; and

8. Personal data shall not be transferred outside the EUor
European Economic Area without adequate protec-
tion being in place.

Perceived Problems with the System
Regarding Data Protection

Does the Directive apply to the collection of data
through RFID technology? Personal data rights may
be breached when deployment of RFID technology is
used to collect information that is directly or indirectly
linked to personal data.Whether the Directive will apply
to a particular application will depend on the specific
application of the RFID technology in question.

There will be situations in which information within
an RFID system neither contains personal data nor is
combined with other identifying materials, such as the
name and address of the individual. If this is the case, the
provisions of the Directive and DPA will not apply. For
example, in most current applications, such as when
RFID technology is used in supply chain management
to monitor individual products and is switched off (or
killed) at the point of sale, there is unlikely to be any
breach of an individual’s data protection rights. The tags
do not store or communicate personal data and are not
linked to other personal information. There is, therefore,
no problem with the application of the technology.

Although there aremany applications ofRFID that do
not interfere with an individual’s data protection right,
however, critics of the system have identified a number
of potential applications of the technology that do, or
have the potential to, process personal data. This can
occur when information that identifies an individual,
such as closed circuit TV footage, credit card details,

or supermarket loyalty card information, are linked to
the RFID tag number of the individual product pur-
chased. This personal data could then be collected
and processed. For example, the store could follow an
individual as he or she shopped because the individual
item can be identified, or the data could be used for
direct marketing purposes.

In addition, if theRFID tag is not killed at the point of
sale, the individual item can be read on subsequent visits
to the shop if the shopper returns with the item. This can
be used to build a profile on the shopper to give valuable
information on the amount of time spent in a given
section of the supermarket, the number of visits during
which no products are purchased, or which products are
purchased in combination.

Another privacy concern arises when personal data is
stored in RFID tags themselves. In addition, as RFID
technology is small and can be contained on almost any
type of product, a consumermay not know that anRFID
tag is incorporated in the product that he or she has
purchased or that information is potentially being col-
lected. Of further concern is the fact that, because the
presence of RFID tags can be detected by anyone with
a standard reader, a third party could surreptitiously
obtain the information contained on the tag.

At the EU RFID Conference, Viviane Reding, the
EU Information Society Commissioner, said that ‘‘[t]he
overriding message that comes out of the consultation is
that citizens have concerns over privacy issues. The large
majority arewilling to be convinced thatRFID can bring
benefits, but they want to be reassured that it will not
compromise their privacy.’’

Implication and Application of the
Data Protection Principles

Of the principles mentioned, the most relevant in
relation to RFID technology is that processing should
be in accordance with the rights of the data subject
(Principle 6). This factor also relates to the fact that
any such processing must be lawful, fair, relevant, not
excessive, and not retained for longer than necessary
(Principles 1, 2, 3, and 5). There are also concerns that
the security and privacy of the technology are safe-
guarded, however (Principle 7).

As there are so many factors to consider in relation
to the technology, and so many Principles relevant in
any discussion surrounding it, this articlewill concentrate
on the rights of the data subject—Principle 6—and
related issues.

Comparison with ‘‘Cookies’’
RFID technology and its possible implications for data

protection rights are not new problems for the retail
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industry. Although barcodes identify the type of pro-
ducts that are bought, rather than an individual prod-
uct, it is possible to link such a purchase with the
personal information of the customer, if combined
with the credit or store card details obtained at the
point of purchase. This can be used to build a general
profile about the shopper; this is no different from the
possible use of RFID.

The additional application of RFID is the fact that
the individual item can be identified, and therefore the
individual item can be linked with the individual cus-
tomer during shopping, or on subsequent occasions.
As previously stated, if the RFID tag is killed at the
point of sale and only generic information about cus-
tomer movements are gathered, the application is no
different from the use of barcodes. Problems arise,
however, if the RFID tag is not killed when purchased.
There is then the potential for the individual user to be
identified after sale if, for example, the shopper returns to
the shop with the item and the RFID tag is read. This
means that the potential to be identified increases in both
frequency and duration.

Although barcodes do not have the capability to
identify an individual past the point of sale, there are
other systems that most people are familiar with in
their everyday lives that identify us on multiple occa-
sions. Whenever someone visits a Web site, the pages
seen, along with the cookie, are downloaded to that
person’s computer. A cookie is a small amount of
text-data identifier, which enables Web site owners
to find out whether the computer (and, by extension,
its user) has visited the Web site before. This is done
on a repeat visit by checking to see, and finding, the
cookie left there on the last visit. This can identify an
individual on multiple visits, similar to the potential
uses of RFID.

How Do Cookies Work?
AWeb site will transfer the cookie to a user’s browser

cookie, which is then stored on the user’s computer
hard drive. A cookie will typically contain the name
of the domain from which the cookie has come, the
lifetime of the cookie, and a value, usually a randomly
generated unique number, similar to the unique number of
the RFID.

Each Web site can send its own cookie to a user’s
browser if the browser allows it. Many Web sites do
this whenever a user visits in order to track online traffic
flows. In addition, cookies record information about a
user’s online preferences. Information supplied by cook-
ies can help a Web site owner to provide the user with a
better online user experience and assist them to analyze
its visitors’ profile. For example, if on a previous visit a

user went to a particular page of the site, the ownermight
identify this from the cookies and highlight similar infor-
mation on subsequent visits. These uses are similar to
those proposed for RFIDwithin the retail sector, such as
profiling shopper’s movements.

Cookies cannot be used by themselves to identify the
user and are not necessarily linked to personal data.
Cookies simply unlock a computer’s memory and
allow a Web site to recognize users when they return
to a site; it is technically impossible for cookies to process
personal information. Similarly, RFID has data pro-
tection implications only if the unique number is com-
bined with other personal data collected at the point of
sale; the technology itself cannot read or process personal
information.

Both cookies and RFID have the ability to build
profiles of customers and monitor use of Web sites or
shops over multiple visits. Both systems can also be used
to flag certain items that a customer may be interested in
based on experiences of past visits. So, although the
technology and hype surrounding RFID may be new,
the actual implications and concerns for individuals in
relation to data protection are the same as arose when
cookies were beginning to be used on the Internet. Simi-
larly, the samemethods and policies will need to be put in
place to comply with obligations that arise under the
DPA and to calm consumers’ fears.

Effect of Data Protection Implications:
Privacy Policy

Under most scenarios in which RFID technology is
used, consent from individuals will be the only legal
ground available to data controllers to legitimize the
collection of information through RFID. For example,
a supermarket will need either explicit contractual reg-
ulations or the individual’s consent to link any personal
information obtained in the context of obtaining the
loyalty card or using a credit card with information gath-
ered through RFID technology. It is important that any
use of RFID in the retail sector is done openly and that
customers understand how their data is being used.

Web sites comply with data protection principles and
obtain individual’s consent by providing a ‘‘Privacy Pol-
icy’’ and a ‘‘Cookies Policy’’ on the site. These set out for
the users what data are being collected, how that data are
used, who has access to the data, and how the individual
can access this data. They also inform users about how
cookies are used and provide advice on how a consumer
can refuse or block cookies.

Similarly, as RFID technology may also collect and
process personal data, and in compliance with the obli-
gation to provide information to shoppers, the data con-
troller should produce a similar Privacy Policy or
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RFID Policy. This will need to provide shoppers with a
clear notice about:

� The presence of the RFID tags on products or pack-
aging, the presence of readers, and whether the tech-
nology is killed at the point of sale;

� The consequences of such presence in terms of infor-
mation gathering, in particular data controllers should
be very clear in informing individuals that the presence
of tags enables information to be read without the
individuals engaging in any active action;

� What information is being collected and how such data
can be linked to other personal data in order to identify
the individual concerned;

� The purposes for which the information is intended
to be used, including (1) the type of data with which
RFID information will be associated, (2) whether the
information will be made available to third parties,
(3) how long the data is going to be retained, and
(4) whether this data will be used for direct marketing
purposes; and

� The identity of the data controller.

In addition, depending on the specific use of RFID, the
data controller may also have to inform individuals about:

� How to discard, disable, or remove tags from the pro-
ducts, thus preventing the shopper from disclosing
further information;

� How to opt out of any direct marketing; and

� How to exercise the right of access to information.
This will entail disclosing all information linked to a
person, which may include the number of times the

person entered the shop and the items bought, for
example. If RFID tags contain personal information,
individuals should be entitled to know the information
contained in the tag and to make corrections using
easily accessible means.

Such polices will have to be clearly identified to shop-
pers in the sameway such policies are set out forWeb site
users and will become as frequent as Privacy Policies on
Web sites. Shoppers have the right to be told about such
collection and use of any personal data; retailers and
supply managers will have to be aware of the need to
tell shoppers this information.

Transparency is the key: If today’s consumers are to
be convinced about the benefits of RFID technology,
they must be fully informed and assured that their pri-
vacy is not being compromised. If this is provided, then
the ‘‘Internet of Things’’ will bemore likely to gain wider
acceptance and live up to some of the current hype.

Notes
1. ‘‘Data Protection Technical Guidance—Radio Frequency Identification,’’

V1.0 09.09.06, at http://www.ico.gov.uk/upload/documents/library/data_

protection/detailed_specialist_guides/radio_frequency_indentification_tech_guidance.

pdf and http://www.ico.gov.uk/upload/documents/pressreleases/2006/

rfid_advice_on_tagging.pdf.

2. Directive 1995/46/EC.

3. Data Protection Act 1998, which came into force on March 1, 2000.

4. Article 7 of the Directive lists the following legal grounds to legitimize

the data processing: (1) the data subject has unambiguously given his

consent for the processing; (2) the processing is necessary for the per-

formance of a contract to which the data subject is a party, (3) processing

is necessary for compliance with a legal obligation to which the con-

troller is subject (4) the processing is necessary in order to protect the

vital interests of the data subject (5) the processing is necessary for the

performance of a task carried out in the public interests (6) the proces-

sing is necessary for upholding the legitimate interests of the responsible

party, except when the interest of fundamental rights and freedoms of

the data subject, in particular the right to protection of individual

privacy, prevail.
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