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EITI: Firms can avoid its legal, FCPA pitfalls
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In May, the Extractive Industries
Transparency Initiative (EITI) published
the “EITI Business Guide” to encourage
oil and gas companies, as well as com-
panies in other extractive industries, to
support implementation of the EITI in
countries that are developing or operat-
ing oil and gas assets.'

The purpose of the EITI is to publish
government revenues generated by ex-
tractive industries and to compare those

Firms can avoid
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revenues with payments reported by
private companies in order to improve
transparency in countries rich in oil,
gas, and mineral resources. It is hoped
that making this data public will allow
in-country civil society organizations to
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Whether a country chooses to publish its [EITI]

data on an aggregated or disaggregated basis
ultimately may affect the particular areas of
legal liability to which a company is exposed—
EITI Business Guide

hold their governments accountable for
any discrepancies, which in turn should
minimize corruption in the countries
that adopt the EITI.

Although no country is required to
participate in the EITI, once a coun-
try adopts the transparency initiative,

all companies purchasing that coun-
try’s extracted resources typically are
required to comply with EITI standards
regarding transparency unless the
individual country makes participation
voluntary.

The EITI seeks to achieve transpar-
ency by requiring that government
revenues from extraction industries and
company payments for those resources
be published in independently verified
reports. Payments and revenues are then
“reconciled by a credible, independent
administrator, applying international
auditing standards,” and the administra-
tor’s opinion regarding that reconcili-
ation, including any discrepancies, is
published.

Currently, companies in 23 coun-
tries are subject to EITI requirements.

Of these, 16 are in Africa: Camer-

oon, Congo, Democratic Republic of
the Congo, Cote D’Ivoire, Equatorial
Guinea, Gabon, Ghana, Guinea, Liberia,
Madagascar, Mali, Mauritania, Niger,
Nigeria, Sao Tome and Principe, and
Sierra Leone. The remaining countries
are Azerbaijan, Kazakhstan, Kyrgyzstan,
Mongolia, Peru, Timor-Leste, and Yemen
(see map).

In many of these countries, adoption
of the EITI is at its initial stages. Active
involvement by oil and gas companies
in the implementation of the EITI thus
may help to decrease the risk of pos-
sible liability that can attach to oil and
gas companies required to participate
in the in-country programs. Although
participation in the EITI creates neither
legal rights nor obligations, because
EITI requirements might result in com-
panies’ publicly revealing their payment
streams country-by-country, companies
may be subject to liability relating to
those disclosures,
including for breach
of existing confiden-
tiality agreements or
under the Foreign
Corrupt Practices Act
(FCPA). Oil and gas
companies offering
to cooperate in EITI
implementation, as
the EITI Business Guide encourages,
should be aware of both the potential
legal risks they face and how to mini-
mize them.

What is the EITI?

The EITI is a global initiative
launched in 2002 to promote transpar-
ency in governments of countries that
are rich in oil, gas, or minerals, which
over time, “can assist in minimi[z]ing
corruption in extractive industries” and
“lead to improved public accountabil-
ity and political stability.” The purpose
of the EITI is to hold countries with
underdeveloped economies accountable
for revenues received from the sale of
their countries’ natural resources. By
ensuring that reported revenues match
up with reported payments, the EITI



hopes to prevent corrupt governments
from skimming income off the top of
these revenues for their own personal
gains. However, if a discrepancy is iden-
tified, the companies making the pay-
ments, not just the countries receiving
them, may come under legal scrutiny.
As stated in the EITT Business Guide,
“[T]here is no international EITI policy
or requirement” on how data on coun-
try revenue streams and on company
payment streams reported to the inde-
pendent administrator is to be pub-
lished. Revenue and payment reporting
may be published on an aggregated or
disaggregated basis. Aggregated disclo-
sure requires publication of a single
number for each benefit stream, while
disaggregated disclosure calls for pub-
lication of the overall number broken
down by company. Whether a country
chooses to publish its data on an aggre-
gated or disaggregated basis ultimately
may affect the particular areas of legal
liability to which a company is exposed.

Avoiding EITI liability

Oil and gas companies participat-
ing in the EITI may trigger breaches
of confidentiality agreements or FCPA
scrutiny:

Breach of Confidentiality Agreements.
Companies subject to the EITI may
find themselves in breach of contract if
the financial information they disclose
to the independent administrator for
reconciliation is the subject of con-
fidentiality provisions in licenses or
agreements with providers of service
or goods or with the country itself. A
typical confidentiality agreement in the
context of the EITI would prevent oil
and gas companies from disclosing to
third parties any information concern-
ing the terms of a particular arrange-
ment that a company has to develop
oil or gas resources in the host country.
However, by disclosing payment streams
to the independent administrator, oil
and gas companies may find themselves
in breach of such a confidentiality
provision. This potential problem can be
remedied if the EITI is implemented in
accordance with the EITI Principles, one

COUNTRIES IMPLEMENTING THE EITI*

*As of June 2008.

of which recognizes that “achievement
of greater transparency must be set in
the context of respect for contracts and
laws.” As the EITI Business Guide re-
ports, “If confidentiality clauses prevent
companies from publishing commer-
cially sensitive information, the govern-
ment [adopting the EITI] must provide
a clear and unambiguous indication to
each company...that the clause does not
apply in the case of EITI implementa-
tion.”

Three countries that have adopted
the EITI, Nigeria, Kazakhstan, and Azer-
baijan, deal with this issue in different
ways. In Nigeria, the NEITI Bill “void[s]
gagging clauses in license agreements
[thereby] enabling disclosure of key
disaggregated financial data as is re-
quired by law....”?

Conversely, in Kazakhstan, a memo-
randum of understanding (MOU)
signed by all stakeholders in the EITI
authorizes a company operating in the
country’s extractive industries to refuse
to submit its payment reports under
the EITI guidelines unless the company
determines “such disclosure will not
contravene any of its own or its affili-
ates’, partners’, or contractors’ obliga-
tions to preserve confidentiality or
similar obligations.”

Another approach, different from
those of Nigeria and Kazakhstan, is that
of Azerbaijan. According to a case study
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described in the EITI Business Guide,
in Azerbaijan, concern about company
confidentiality clauses has resulted in
data being published on an aggregated
basis, so confidential company details
cannot be disclosed to the public.

Regardless of which approach is
used, prior to disclosing any payment
information under the EITI, companies
should avoid liability for breach of
contract or confidentiality agreements
by ensuring that they have written
permission to use confidential informa-
tion covered by existing confidentiality
clauses. They also should obtain written
permission for EITI disclosures prior
to entering any new contracts having
confidentiality clauses.

Foreign Corrupt Practices Act. Oil and gas
companies also should consider how to
minimize their FCPA exposure during
participation in the EITI. The FCPA con-
sists of two sets of provisions:

* Antibribery provisions under 15
USC § 78dd-1(a), which prohibit pay-
ment of anything of value to a foreign
official for purposes of securing busi-
ness.

* Accounting provisions in 15 USC
§ 78m(b), which require companies to
maintain certain recordkeeping stan-
dards and internal accounting controls
to allow enforcement when bribes are
not disclosed in financial statements and
to counteract accounting devices that
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hide the existence of bribery payments.

The US Department of Justice (DOJ)
has criminal enforcement authority for
these provisions, and the US Securities
and Exchange Commission (SEC) has
civil enforcement authority.

The publication of data under the
EITI is not itself a violation of the
FCPA. However, information that is
published by the independent admin-
istrator reporting any discrepancies
between company payments and host
government revenues may trigger FCPA
scrutiny into oil and gas companies that
disclose their payment streams through
the EITI.

Discrepancies may be a result of ac-
counting conversions (the EITI requires
reporting on a cash basis rather than on
an accrual basis, which most compa-
nies use), or other completely innocent
reasons such as differences in interna-
tional accounting standards. Typically,
companies are given an opportunity
to address discrepancies, but absent an
MOU precluding disclosure of certain
discrepancies, the country’s EITI report
may reveal unexplained discrepan-
cies between company payments and
country revenue from that company.
For example,

introduction of a bill in Congress
that would require the SEC to impose
EITI-like disclosures “for the benefit
of shareholders” on all foreign and
domestic companies listed by the SEC.
Unlike EITI disclosures required by
countries selling their natural resource,
however, under this bill there would be
no reconciliation with revenues report-
ed by countries, since the SEC has no
jurisdiction over foreign sovereigns.*
Another recently introduced bill
would allow a plaintiff to sue a foreign
concern for antitrust-type violations,
including treble damages, when the
company has violated the FCPA and the
plaintiff can show that it lost business as
a result.’

Global cooperation
A recent increase in international
cooperation enhances the risk that EITI
discrepancies may come to the atten-
tion of the DOJ or the SEC. The UN
Convention Against Corruption calls for
international cooperation to facilitate
enforcement of corruption-related
offenses, and the Organization for
Economic Cooperation and Develop-
ment (OECD) Convention on Combat-
ing Bribery
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included in financial statements of the
company or the country, such discrep-
ancies can be a red flag for agencies
investigating bribery under the FCPA.
An investigation could be very time
consuming, possibly tarnish a com-
pany’s reputation, and even result in a
class-action or derivative lawsuit by the
company’s shareholders.

The interest of the securities plain-
tiff’s bar may be increased by the recent

no country currently implementing the
EITI has signed onto the OECD conven-
tion, all but four EITI countries (the
Democratic Republic of the Congo,
Equatorial Guinea, Kazakhstan, and
Niger) have signed or ratified the UN
convention. In addition, many multi-
national companies may be subject to
investigation under these conventions
through their international operations.
Indeed, recent FCPA cases have involved

concurrent bribery investigations by
law enforcement agencies in multiple
countries.

For example, Shell Oil currently is
under investigation by the DOJ and
the SEC for its operations in Nigeria,

a country that has adopted and imple-
mented the EITI. US investigators are
also collaborating with the Economic
and Financial Crimes Commission

in Nigeria in that investigation. The
investigation focuses on Shell Oil’s use
of Panalpina, a Swiss freight firm that
came under scrutiny in connection with
Vetco Gray'’s self-disclosed FCPA issue,
which settled in February 2007.

The investigation of Shell Oil is
just the latest in a string of FCPA
investigations in Nigeria. There is no
evidence that the EITT triggered this
series of investigations; the Panalpina
investigations were most likely trig-
gered by Vetco Gray'’s self-reporting of
FCPA problems relating to bribes paid
through “a major international freight
forwarding and customs clearance
company” thought to be Panalpina.
However, payment discrepancies could
increase FCPA scrutiny of certain com-
panies or certain countries.

Nigeria was the first country to sign
up for the EITI, and the Nigeria Extrac-
tive Industries Transparency Initiative
(NEITI) is a recognized leader in imple-
menting EITT objectives. The NEITI calls
for the publication, on a disaggregated
basis, of “any information concerning
the revenue of the Federal Govern-
ment from [all] extractive industry
companies, as it may consider neces-
sary.” As such, in the audit report for
1999-2004, published in late 2006, the
NEITI not only reported that there was
a net difference of $7.9 million be-
tween payments reported by the extrac-
tive industry and revenues reported by
the Nigerian government but also broke
down the discrepancies by company. In
particular, Shell failed to report $1.35
million that the Nigerian government
reported it received. In addition to this
financial audit of payments made by oil
companies and revenues received by the
government, to enhance transparency,



the NEITI assessment included a physi-
cal audit of oil output, exports, and
domestic consumption and a process
audit looking at operations and proce-
dures in terms of financial management
and joint venture procurement.

Aggregated data best

In order to minimize being subject
to an FCPA investigation because of
discrepancies in a company’s payments
and a host government’s revenues as
published in a country’s EITI
audit report, when a host
government implements
the EITI, extractive industry
companies should insist that
data be published on an ag-
gregated basis.

According to the EITI
Business Guide, “[c]oun-
tries will ultimately adopt
the level of disclosure with which the
majority of stakeholders are comfort-
able.” Therefore, although the host
government and civil society may prefer
publication of disaggregated data to
enhance transparency, if companies are
vocal enough, a country may call for
publication of only aggregated data.

Of course, even if an oil and gas
company is successful in achieving
publication of only aggregated data, the
publication of aggregated data will not
eliminate the risk of an FCPA investi-
gation entirely. Large discrepancies in
aggregated data may cause law enforce-
ment to look more closely at interna-
tional companies operating in those
countries.

Even if only aggregated data is to
be published, oil and gas companies
should try to avoid the possibility that
the country will unilaterally disclose
disaggregated data. According to the
EITI Business Guide, “more data [may ]
be made publicly available on a dis-
aggregated basis—even if this is not
required by the EITI process.” Although
the EITI Business Guide provides an ex-
ample of a company’s going beyond the
EITI requirements and voluntarily pub-
lishing information on its payments to
the host government on its public web-

site, it is also possible that the host gov-
ernment itself may choose to publish
data about specific payments it received
from extractive industry companies. In
order to avoid the disclosure of such
information, when a host government

implements the EITI, extractive industry

companies should insist on provisions

being included in the MOU that prevent

the host country from publishing any
information that does not appear in the
independent administrator’s report.

If the EITI is not implemented carefully,

oil and gas companies may find them-
selves facing legal liability for breach of
confidentiality agreements or increased
scrutiny under the FCPA.

Data protection

In addition, oil and gas companies
should take steps to protect the data
submitted to the independent admin-
istrator. Disaggregated data must be
disclosed to the independent auditor
to allow for company-by-company
reconciliation. Once detailed company
data is reported to the independent
administrator, there is a possibility that
such data may be disclosed if proper
precautions are not taken. Companies
therefore should take care that the inde-
pendent administrator himself does not
disclose financial data that could trig-
ger an FCPA investigation. Oil and gas
companies can do this by insisting on a
provision in the MOU that requires the
auditing firm responsible for auditing
and reconciling the EITI reports to sign
confidentiality agreements concerning
the detailed reports submitted by the
individual extractive industry compa-
nies.

For example, although the MOU
signed by the government of Nigeria
and the oil and gas companies in the
country remains secret, a confidential-
ity agreement between the companies
and the independent administrator
was signed by each company in 2005.
Additionally, the MOU signed by the

government of Kazakhstan, the ex-
tractive industry companies, and the
nongovernmental organizations of civil
society includes a provision limiting the
auditor’s ability to disclose information:
“The audit company shall at all times
keep the individual reports submitted
by the Companies strictly confidential
and shall not disclose or divulge these
reports in whole or in part to any other
Parties to the Memorandum, any third
parties, or the public unless authorized
by each submitting com-
pany.” Only by insisting

that a similar statement be
included in the MOU can
extractive industry compa-
nies further minimize the
risk that information will be
disclosed that may trigger an
FCPA investigation.

EITI good for business

According to the EITI Business
Guide, an individual company may find
it beneficial to participate in the EITI
in order to demonstrate international
credibility, deliver on business princi-
ples, and show industry leadership. And
eliminating corruption is a laudable
goal that will benefit foreign investors
in the long run. As the recently pro-
posed Extractive Industries Transpar-
ency Disclosure Act puts it, “[t]here is a
growing consensus among oil, gas, and
mining companies that transparency is
good for business since it improves the
business climate in which they work
and fosters good governance and ac-
countability.”

However, if the EITT is not imple-
mented carefully, oil and gas compa-
nies may find themselves facing legal
liability for breach of confidentiality
agreements or increased scrutiny under
the FCPA. Only by insisting on the
waiver of confidentiality requirements,
publication of aggregated revenue and
payment streams, and inclusion in the
MOU of provisions restricting disclo-
sure of financial data by host govern-
ments and the independent administra-
tor can extractive industry companies
best minimize the risks of such liability.



The EITI announced in the Spring
2008 EITI Newsletter that the govern-
ment of Iraq has formally committed
itself to implementing the EITI. As
the single largest country in terms of
proven oil reserves to do so, and with
sO many companies extracting resources
from the country, Iraq provides extrac-
tive industry companies with a prime
opportunity to ensure that the EITI is
implemented in a manner that both
enhances transparency and protects the
extractive industry companies from
liability that may arise because of such
transparency. 4
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