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Financial institutions face unique challenges in risk management. Not only are they exposed to traditional husiness risks, but
also to those inherent in the business of banking—for example, credit risks, interest rate risks, and liquidity risks. Financial
institutions operate in a heavily regulated environment that creates compliance risks of its own, and failure to manage these
risks to the satisfaction of regulators may result in enforcement actions and significant reputational harm. Additionally, public
policy considerations have increasingly required financial institutions to take on responsibilities not strictly relevant to business
and banking, such as combating terrorist financing and other forms of money laundering. As a result, it is critical that financial
institutions implement comprehensive Enterprise Risk Management programs designed to identify, monitor, and minimize risk
and create a corporate culture in which risk management efforts are considered on an equal basis with other strategic efforts.
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isk management is a familiar concept to finan-
Rcial institutions. Regulators have long assessed

institutions on their ability to manage risk ap-
propriately, and to a certain degree banking itself is
an exercise in risk management. Credit risk, interest
rate risk, and liquidity risk, for example, are inherent
in the business of banking and must be successfully
managed to turn a profit. However, as the financial
services sector has expanded in size, complexity, and
product offerings, the risks faced by industry partici-
pants have expanded as well. Not only must “tradi-
tional” risk factors be monitored and managed, but
numerous other internal and external risk sources—
many of which, in the absence of government man-
dates, would not be a bank’s concern at all—must be
identified and mitigated to avoid agency enforcement
actions, including potentially severe civil and criminal
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penalties and the accompanying reputational damage.
This new reality is reflected in the growing importance
of “enterprise risk management,” or “ERM,” which
focuses on the development of a top-down approach
to risk management.

The past decade has witnessed an increased for-
malization and centralization of risk-management
practices and expectations, particularly for large orga-
nizations. For example, in 2004, the New York Stock
Exchange adopted governance rules requiring the audit
committees of listed firms to oversee management’s risk
oversight practices. In 2008, Standard & Poor’s began
incorporating the strength of a nonfinancial company’s
ERM processes into its credit ratings analysis in a
wide range of industries. In 2009, the Securities and
Exchange Commission expanded its oversight-related
proxy disclosure requirements to provide shareholders
more information about the board’s role in ERM.! These
steps not only require affirmative implementation

! Mark S. Beasley et al.,, Comm. of Sponsoring Org. of
the Treadway Comm’n., “Developing Key Risk Indicators to
Strengthen Enterprise Risk Management: How Key Risk Indicators
Can Sharpen Focus on Emerging Risk,” at III (December 2010),
available at http://www.coso.org/documents/ COSOKRIPaperFull-
FINALforWebPostingDec110_000.pdf.
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of ERM programs but provide for transparency in
such programs to assist in monitoring, at least with
respect to public companies. While many financial
institutions were already subject to, or were at least
encouraged to act by, these requirements, it was not
until 2010 that the Dodd-Frank Wall Street Reform
and Consumer Protection Act (Dodd-Frank Act)
created statutory ERM requirements explicitly for
financial institutions.?

By virtue of the central role they play in the econ-
omy, financial institutions are particularly vulnerable
to internal and external risks associated with their
operations. Some risks are obvious. In addition to the
credit, interest rate, and liquidity risks noted above, all
depository institutions are exposed to general market
risk and are particularly susceptible to fluctuations
in investment markets. They are also exposed to the
risks associated with information technology and the
management of personal or private information. More
recently, depository institutions have been placed on
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the Dodd-Frank Act, and then summarize the regulators’
expectations, which will arise principally through their
supervisory review of the institution. Next we describe
the process of setting up a risk management program,
including where responsibility should be placed, and
what processes should exist and discuss emerging trends
in ERM as it relates to financial institutions.

Financial institutions of all sizes should be mind-
ful of both the Dodd-Frank Act’s ERM requirements
and the regulators’ expectations. Although the Dodd-
Frank Act’s risk provisions are applicable only to large
banking entities, they are a valuable guidepost for all
banking entities for several reasons. First, they pro-
vide a window into the regulators’ mindset when con-
sidering robust risk management practices. Second,
the new provisions and other ERM best practices are
critical to proactively avoiding enforcement actions
or complying with an enforcement action already in
place. As any bank officer knows, enforcement ac-
tions or even lesser regulatory criticisms can create
severe reputational and litigation risks. Although the
avoidance of an enforcement action may be at the

Ithough the avoidance of an enforcement action
may he at the forefront of a board's mind when
it considers implementing or modifying an ERM

forefront of a board’s mind when it considers imple-
menting or modifying an ERM program, and the key
features discussed herein are ones an institution may
use to demonstrate compliance with a regulator’s risk
management expectations, the ultimate goal of any
ERM program must be to instill a corporate culture

program, the ultimate goal of any ERM program
must be to instill a corporate culture in which risk
management efforts are considered on an equal

hasis with other strategic efforts.
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the front line of the fight against terrorist financing and
money laundering activity. As a result, even though a
depository institution is not a law enforcement opera-
tion, its failure to root out wrongdoing may expose the
institution to significant liability. Further, on a business
level, depository institutions must increasingly assess
their products to determine not only whether those
products comply with the letter of the law, but also
whether consumers may be harmed by them, poten-
tially exposing the institution to consumer protection
violations. Finally, today’s depository institutions face
the challenge of coping with these and other risks in
a highly regulated environment in which a single sys-
temic compliance issue can expose the institution to
agency enforcement actions for restitution and penal-
ties, and both the institution and its parent company
to significant reputation and litigation risk.

This article will discuss ERM issues generally and
focus on the unique challenges facing financial institu-
tions. We first set out a definition of ERM and how
Congress has set up statutory ERM requirements through

in which risk management efforts are considered on
an equal basis with other strategic efforts.

WHAT DOES ENTERPRISE RISK MANAGEMENT MEAN?

ERM in General. Broadly speaking, ERM requires a
business entity to develop an organization-wide, top-
down approach to identifying and managing risks
throughout the entity’s operations. The Committee
of Sponsoring Organizations of the Treadway
Commission, a private sector initiative dedicated to
developing frameworks and guidance on enterprise
risk management, has defined ERM as

a process, effected by an entity’s board of directors,
management, and other personnel, applied in strategy
setting and across the enterprise, designed to identify
potential events that may affect the entity, and man-
age risk to be within the risk appetite, to provide
reasonable assurance regarding the achievement of
entity objectives.?

Successfully implementing an ERM requires not only
that risks be mitigated, but also that they be identified

2See 12 US.C. § 5325.

3 Beasley et al., supra note 1.
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in the first place. This effort requires a comprehensive
understanding of both the operations of the enterprise
and the markets in which the enterprise is active, and
how these various pieces interact to increase (or de-
crease) risk for the organization as a whole.

ERM in the Banking Context. Regulators have also
spoken publicly about the nature of ERM in the
banking context. Then-Acting Comptroller of the
Currency Julie Williams explained the concept in a
2005 speech at the Federal Reserve Bank of Chicago:

We look at whether a bank has an environment for
sound decision-making that includes effective struc-
tural governance and a system of checks and balances
to identify, monitor and control the risks to which
the organization in subject.

. [P]art of that environment is whether the orga-
nization’s incentives recognize and reward the cor-
porate values and culture that the company wants
to promote.

. [W]e can and will notice and comment on
whether a banking organization has a corporate
organizational framework, and policies or practices
that support—or undermine—sound corporate values
and an ethical climate within the organization. It is
our experience that if such values and the ethos of the
organization are not strong, institutional soundness
and a bank’s good name and reputation can suffer in
unpredictable ways.*

As alluded to above, Dodd-Frank Act Section 165
sets out statutory ERM requirements for bank hold-
ing companies of a certain size and character. The
Board of Governors of the Federal Reserve System
(the Board) is responsible for establishing the detailed
standards. The Dodd-Frank Act’s provision is, in part,
a response to two reports by the Senior Supervisors
Group (SSG), undertaken during and shortly after the
financial crisis. The SSG found critical deficiencies in
the then-current risk management practices of bank-
ing entities. As the Board explained, SSG found that
“business line and senior risk managers did not jointly
act to address a company’s risks on an enterprise-wide
basis; business line managers made decisions in iso-
lation and at times increased, rather than mitigated,
risk; and treasury functions were not closely aligned
with risk management processes, preventing market

4 Julie Williams, Acting Comptroller of the Currency, Office
Comp. Currency, Remarks Before the Conference on Bank Struc-
ture and Competition, Federal Reserve Bank of Chicago (May 6,
2005), available at http://www.occ.treas.gov/news-issuances/
speeches/2005/pub-speech-2005-45.pdf.
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and counterparty risk positions from being readily
assessed on an enterprise-wide basis.”®

Risk Committee of Bank’s Board. Section 165 is an
effort to address these deficiencies in risk management
of banking entities. Under the Board’s proposed imple-
menting rule issued earlier this year,® publicly traded
nonbank covered companies and publicly traded bank
holding companies with total consolidated assets of
$10 billion or more will be required to meet certain
standards regarding their risk management practices.
First, a banking entity must establish a Risk Commit-
tee of its board of directors. At a minimum, the Risk
Committee must have three outside directors and one
director with risk management expertise commensu-
rate with the company’s capital structure, risk profile,
complexity, activities, size, and other appropriate risk-
related factors. The larger and more complex a bank-
ing entity is, the greater the regulators’ expectation
that additional members of the Risk Committee will

he Risk Committee should meet at least
once a month and should have a formal,

written charter approved by the board setting
forth the Committee’s mission, authority, and
responsibilities.

have risk-management expertise. Under the Board’s
proposed rule, the Risk Committee of a large bank-
ing organization would also have to be chaired by an
independent director, as that term is defined in federal
securities law.” The Risk Committee should meet at
least once a month and should have a formal, writ-
ten charter approved by the board setting forth the
Committee’s mission, authority, and responsibilities.
As necessary, the Committee should advise the board
about oversight of the bank’ risk, including credit
risk, market risk, interest rate risk, liquidity risk, in-
formation technology risk, and compliance risk.

Chief Risk Officer. Second, a banking entity must
establish or enhance its Risk Management Depart-
ment by designating an executive to serve as Chief
Risk Officer (CRO). The CRO should report directly
to, and have direct access to, the board and the Risk

S Bd. of Governors of the Fed. Reserve Sys., “Enhanced Pruden-
tial Standards and Early Remediation Requirements for Covered
Companies,” 77 Fed. Reg. 594, at 622 (Jan. 5, 2012) (to be codi-
fied at 12 CFR pt. 252).

¢ 1d.
7See 17 CFR § 229.407.
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Committee. Generally speaking, the CRO should be
tasked with managing a banking entity’s risk profile
on an enterprise-wide level by:

e Allocating delegated risk limits and monitoring
compliance with such limits;

e Establishing appropriate policies and procedures
relating to risk management governance, practices,
and risk controls;

¢ Developing appropriate processes and systems for
identifying and reporting risks, including emerging
risks;

e Managing risk exposures and risk controls; moni-
toring and testing risk controls;

¢ Reporting risk management issues and emerging
risks; and

e Ensuring that risk management issues are effec-
tively resolved in a timely manner.

Comprebensive, Enterprise-Wide Program. Third, a
banking entity must of course develop a comprehensive
ERM program that operates on an enterprise-wide basis.
A banking entity’s ERM program must not only conform

n the event an enforcement action is sought,
regulators will likely view positively an

institution’s implementation of a risk management

program that is reasonably commensurate with
its risk profile, even if in the eyes of the regulator
the program fell short.

46

to industry best practices, but must also facilitate compli-
ance with corrective actions undertaken by regulators.

Although these requirements apply to organiza-
tions $10 billion and larger, they provide helpful
guidance for institutions of all sizes in preparing risk
management programs. These standards, coupled
with the additional agency guidance discussed below,
provide a roadmap to assist organizations of all sizes
in implementing ERM.

BEYOND THE BASICS: OVERVIEW OF REGULATORS'

EXPECTATIONS

Although the statutory requirements of ERM may be
new, ERM’s relevance in the regulatory enforcement
context is well-established. If a financial institution
develops and fosters a robust ERM program, it may
prevent an enforcement action from ever arising. In
the event an enforcement action is sought, regulators
will likely view positively an institution’s implementa-
tion of a risk management program that is reasonably
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commensurate with its risk profile, even if in the eyes
of the regulator the program fell short. Moreover, from
a practical standpoint, having the framework in place
will facilitate an institution’s incorporation of addi-
tional risk-mitigation factors if required to do so.

Over the past several years, financial regulators
through their public statements have provided a win-
dow into their expectations of bank ERM programs.
Those regulators have repeatedly emphasized five
areas: effective structural governance, robust and
independent internal audit functions, consistent flow
of risk-related information to the highest levels of the
institution, instilling a strong corporate culture, and
early identification of risks. The regulatory emphasis
on each is discussed below.

Effective Structural Governance. Regulators have
indicated that one of the key structural components
of a robust ERM program (at least for large banking
organizations) is having some form of risk management
function and accountability in each business line.®
In her 2005 speech, Acting Comptroller Williams
explained that OCC examiners

will note what activities and risks exist within a line
of business and would be sensitive to the quality of
risk management for how that business is conducted.
Does the line of business risk-assess the activities and
transactions it conducts, and is the quality of risk
management commensurate with the level of risk tak-
en? Does it apply more diligence and tighter controls
in its high-risk areas? What external indicators are
taken into consideration to identify risks? In a retail
line of business, examiners might begin by looking
at the institution’s customer complaint function—an
excellent window on the bank’s commitment to the
quality of its customers’ banking experience. The best
companies have quality assurance programs in place
that track and analyze their customer complaint expe-
rience and flag unusual trends. And what becomes
of that information? Are managers held accountable
for acting on the information and improving perfor-
mance? What process exists within the business line
to check to verify what follow-up has occurred?’

Further, regulators also look for a strong, well-
placed risk management compliance function.
Structurally, regulators will look to see whether the
institution’s risk management function (1) is properly
resourced, (2) has adequate stature and influence
within the organization, and (3) has adequate access
to the institution’s senior management and board.!

8 Williams, supra note 4.
1d. at 3.
01d. at 2.
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Regulators will also notice the way the institution’s risk
management structure has functioned in the past:

Has the compliance function been effective in pro-
tecting the bank by identifying practices that fail to
comply with law or regulation? Are activities that
fall into gray areas that are not clearly noncompliant
also flagged? Is that information being brought to
the attention of business line or enterprise-wide risk
managers, who are in a position to take appropriate
and decisive action?!!

In assessing the adequacy of the structure of a finan-
cial institution’s risk management program, regulators
will look for these key components to be satisfied.

Robust and Independent Internal Audit
Function. Regulators closely monitor the structure
of a financial institution’s internal audit function, in
particular the degree to which audit testing of the
institution’s internal controls is conducted for financial
management and key business lines.'? For example,
one Board Governor noted that a bank’s wire transfer
activities and loan administration functions are often
targeted for review.!’ Further, regulators will be looking
to ensure the independence of the audit reporting
line. In measuring independence, regulators may look
to the internal audit staff’s size, whether the unit is
headed by individuals “of the appropriate rank and
stature within the organization to give that function
the credibility and weight that its recommendations
need.”'* Further, regulators look to ensure the
internal audit unit is not subject to “cost pressures
that might compromise its effectiveness. . . .”!
Of course, regulators will also look to ensure that a
financial institution has external auditors with the
appropriate competence and independence.!®

Consistent Flow of Risk-Related Information. Another
metric regulators use to examine the effectiveness of
a financial institution’s ERM program is how risk-
related information flows through the organization.
In particular, regulators will look to see whether the
information reaches senior management and whether

1d.
12 1d.

13 Susan Schmidt Bies, Member of the Bd. of Governors of the
Fed. Reserve Sys., “A Bank Supervisor’s Perspective on Enterprise
Risk Management, Remarks Before the Enterprise Risk Manage-
ment Roundtable” (Apr. 28, 2006), available at http://www.bis.
org/review/r060502d.pdf.

1 Williams, supra note 4, at 3.

15 1d.

16 1d.
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and under what circumstances information reaches
the Audit Committee, Risk Committee, and Board
of Directors. Further, regulators will evaluate what
managers and committees do with the information
received—whether they probe the representations
they receive, whether information is “capped off” by
senior management so that the board does not receive
it, and whether senior management is open with
regulators when supervisory issues arise.'” According
to Julie Williams, the OCC “believe[s] that most
bankers will make good decisions if they have good
information—from their own risk control processes
and from their regulator—and that bad decisions are
more likely than not a result of incomplete, unduly
influenced, misleading, or erroneous information.”'®
Thus, regulators focus on ensuring that risk-related
information flows accurately and appropriately
through the financial institution.

Strong Corporate Culture. Several regulators have also
noted that any system of risk management would be
incomplete “if the organization [itself] is not grounded
in a sound corporate culture and value system
understood by all its employees.” !’ According to OCC’s
then-Chief National Bank Examiner Timothy Long, a
financial institution’s corporate culture must include
and encourage “mechanisms that allow business line
and risk managers to elevate concerns to appropriate
levels of management and to ensure the timely
resolution of those concerns.”?’ Regulators may also
look to compensation programs to determine whether
employees are rewarded inappropriately, or whether
compensation supports the behaviors an organization
wants to encourage.”! Of course, regulators are also
mindful that the attitude of senior management—i.e.,
the “Tone at the Top”—can greatly influence whether
risk-management practices are truly put into motion
in a financial institution.?? It is therefore critical not
only that the upper echelons of the organization
publicly support the ERM effort to all employees, but
also that their individual interactions reinforce senior
management’s and the board’s commitment to ERM.

71d. at 4.

18 1d.

1d. See also “Lessons Learned in Risk Management Oversight
at Federal Financial Regulators,” (testimony of Timothy W. Long
before the United States Banking, Housing, and Urban Affairs
(March 18, 2009)), available at http://banking.senate.gov/public/
index.cfm?FuseAction=Files.View&FileStore_id=d92ff037-4d3b-
4b9e-bdb8-1d9f8af40eb0); Bies, supra note 13.

20 Long, supra note 19, at 12.

21 Williams, supra note 4, at 5.

2 1d. at 6.
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Early Identification of Risks. Additionally, regulators
have stressed the need for financial institutions to
be proactive in identifying the risks associated with
their operations. In the product context, Mr. Long
noted that the OCC expects institutions to conduct
“appropriate due diligence at the front-end, before
products are offered, to ensure that all risks have
been appropriately considered and can be effectively
identified, managed and controlled.”?* Naturally,
early identification of risks can only be effective if the
financial institution has in place metrics to identify all
types of risks associated with its operations, whether
the risk is internal or external.

BUILDING AN ERM PROGRAM

As the public statements of regulators indicate, an ap-
propriate risk management framework begins with
the proper structure. Once a financial institution

he hoard should encourage a culture in which
all employees are invited to identify potential

risks and notify management of their existence, as
opposed to simply relying on internal audit or risk
management to find and report them.

builds the structure and assigns responsibilities appro-
priately, it can begin assessing and monitoring risks on
an enterprise-wide basis. In particular, the institution
can begin developing “Key Risk Indicators,” discussed
more fully below, which will permit it to evaluate risks
on a forward-looking basis.

Responsibilities of the Board. A financial institution’s
board has the primary responsibility for setting a
Tone at the Top that promotes open communication
of risks, escalation of problems to higher levels in the
bank, and discourages excessive risk-taking. A board
is also responsible for the following:

e Overall risk strategy: The board is responsible
for directing the success of the institution,
including approving and overseeing the imple-
mentation of the institution’s strategic objectives,
risk strategy, and corporate governance. In the
area of risk management, the board is respon-
sible in particular for setting the institution’s risk

» Long, supra note 19, at 12. (Mr. Long further noted that
“At the OCC, approval of new or novel banking activities is
predicated on the bank having sufficient risk management controls
in place.”)

appetite.?* In doing so, the board should consid-
er, among other questions, the following: (1) Are
there specific risks the institution is not prepared
to accept? (2) How much earnings volatility is the
institution willing to accept? (3) To what extent
is the institution willing to expand its product,
customer, or geographic coverage? (4) What
amount of risk is the institution willing to accept
on new initiatives to achieve a specified return on
investment??’ The board’s monitoring of the insti-
tution’s ERM must be an ongoing process rather
than a one-time event (and indeed, through regu-
lar reevaluation of risk management approaches,
an institution may identify business lines where
it has reduced risk oo much, and thus maximize
returns by reviewing its policies regularly).2¢
Policies for risk, risk management, and compli-
ance: In addition to setting an institution’s overall
risk appetite, the board is also responsible for
implementing generally applicable risk manage-
ment and compliance policies. In order to infuse
ERM into the culture of the institution, communi-
cations from the board should be clear and consis-
tent. The board should require regular training for
employees of each business unit.”” Moreover, the
board should encourage a culture in which all em-
ployees are invited to identify potential risks and
notify management of their existence, as opposed
to simply relying on internal audit or risk manage-
ment to find and report them.?

Internal Controls System: The board must also put
in place a robust internal audit function to ensure
compliance with the institution’s risk manage-
ment policies (as discussed before, external audit-
ing is also a critical function). The internal audit
function should be responsible for evaluating the
effectiveness of the institution’s risk management
and compliance functions on an individual busi-
ness line and enterprise-wide basis.?’ Internal audit

24 Basel Committee on Banking Supervision, “Principles for

Enhancing Corporate Governance,” at 7-8 (Oct. 2010), available
at http://www.bis.org/publ/bcbs176.pdf.

25 Comm. of Sponsoring Org. of the Treadway Comm’n, Strength-

ening Enterprise Risk Management for Strategic Advantage, at 7
(2009), available at http://www.coso.org/documents/COSO_09_
board_position_final102309PRINTandWEBFINAL_000.pdf.

26 Mark L. Frigo & Richard J. Anderson, Comm. of Sponsor-

ing Org. of the Treadway Comm’n, “Embracing Enterprise Risk

Management,” at 7 (Jan. 2011), available at http://www.coso.org/

documents/EmbracingERM-GettingStartedforWebPostingDec11

0_

000.pdf; see id.
7 1d.

28 Basel Committee on Banking Supervision, supra note 24,

at 22.

2 1d. at 23.
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must be staffed to a level commensurate with the
institution’s size, complexity, and activities, among
other risk-related factors. The unit must have suf-
ficient resources to operate independently. Further,
the unit must be headed by individuals with the
appropriate rank and stature to give the function
credibility within the institution. Internal audit
must also have open access to the board and senior
management.

e Corporate Governance Framework: The board
is responsible for the allocation and monitoring
of authority and responsibilities within an orga-
nization. In particular, the board should provide
oversight of senior management, including moni-
toring senior management’s activities, meeting
with senior management regularly, and ensuring
that senior management’s knowledge and expertise
remain appropriate given the nature of the business
and the institution’s risk profile. The board is also
responsible for organizing itself into the necessary
committees, including a Risk Committee for large
banking organizations.*

e Compensation: The members of the board involved
most actively in overseeing the compensation system
should be outside directors. The board should ensure
that no compensation framework encourages risk-
taking in excess of the institution’s risk appetite (e.g.,
significant reductions in business line income after
risk adjustment should result in reduced compensa-
tion). In particular, the compensation of the CRO
and other risk management officials should not be
substantially tied to business line revenue, given that
such ties could compromise their independence.*!

® Resources: The board should ensure that the
organization, including the Risk Committee of
the board and the CRO, have access to sufficient
resources to carry out their responsibilities fully.
Such resources could include, for example, ac-
cess to outside business and legal consultants with
expertise in risk management as needed.

Risk Committee. As discussed above, the board should
establish a Risk Committee of the board that has
several responsibilities and characteristics, including
the following:

e Advising the board: The Risk Committee should be
responsible for developing and advising the board
on the institution’s overall current and future risk
appetite and strategy. Once adopted by the full
board, the Risk Committee should be responsible
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for overseeing senior management’s implementa-
tion of that strategy. In advising the board, the
Risk Committee should undertake a careful analy-
sis of all risks facing the institution.*

e Independence: The Risk Committee should be
made up primarily of the board’s outside directors.
At least one director should have risk management
expertise commensurate with the company’s capital
structure, risk profile, complexity, activities, size,
and other appropriate risk related factors. Most
institutions should consider having an indepen-
dent director chair the Risk Committee, and larger
banking organizations may be required to do so.

e Charter: The Risk Committee should have its own
charter that sets forth its mandate, scope, and
working procedures.*?

o Communication and recordkeeping: The Risk
Committee should maintain open communication,
both formal and informal, with the full board and

he role of the Chief Risk Officer should be

distinct from other executive functions and

husiness line responsibilities.

with senior management.** Further, the Risk Com-
mittee should maintain appropriate records of its
deliberations and decisions.?

Chief Risk Officer. The CRO position of a financial
institution should have the following characteristics:

o Structure: The CRO should have sufficient stature,
authority, and seniority within the organization to
ensure that issues raised by the CRO receive the
necessary attention from the board, Risk Commit-
tee, senior management, and the business lines.3°

e Independence: The CRO should report directly
to the board and its Risk Committee and should
have direct access to both. The role of the CRO
should be distinct from other executive functions
and business line responsibilities. The CRO should
not serve as the Chief Operating Officer, the Chief
Financial Officer, or the chief auditor. In smaller
institutions in which resource restraints make over-
lapping responsibilities necessary, the overlapping

O 1d. at 5.
S11d. at 25.

21d. at 13.
31d. at 12.
#1d. at 13.
31d. at 12.
% Id. at 18.
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roles should be compatible with the individual’s
role as CRO.%’

o Communication and recordkeeping; The CRO
should meet regularly with the board. All interac-
tions should be documented appropriately.

Enterprise-Wide Risk Assessment and Monitoring. Once
a financial institution has the proper risk management
framework in place, it can begin assessing and
monitoring enterprise-wide risks through a top-down
review of those risks that could be most significant
to the institution. Each institution should consider
doing so by developing Key Risk Indicators. An idea
promoted by COSO, Key Risk Indicators mirror Key
Performance Indicators.’® Whereas Key Performance
Indicators are used to evaluate whether the institution
met its various goals on a look-back basis in a
variety of areas, including risk management, Key
Risk Indicators will allow the institution “to better
monitor potential future shifts in risk conditions or
new emerging risks so that management and boards
are able to more proactively identify potential impacts
on the organization’s portfolio of risks.”*

eriodic inter-husiness line discussions can
help ensure that cross-husiness line risks are

appropriately identified, and help avoid “siloing”
within the organization.

For example, one Key Risk Indicator for a financial
institution’s commercial lending portfolio might be
the percentage of commercial building vacancies in
the institution’s geographic lending area. An increase
in commercial vacancies, of course, could be an early
sign of future losses in the institution’s commercial
lending portfolio. Once alerted to this possibility by
the Key Risk Indicator, an institution can act proac-
tively to mitigate losses in its portfolio.*°

In conducting a top-down review of risk, institu-
tions may, as necessary:

e List the major risk categories to which the insti-
tution is exposed and discuss exposures to each
category which, if not managed properly, could
endanger the institution’s strategic objectives.*!

71d. at 18.
3% Beasley et al., supra note 1.
3 1d. at IIL.

40 Example adapted from John Behringer, “Using Key Risk Indi-
cators to Recover, Improve or Maintain Institutional Performance,”
at 7 (McGladrey & Pullen 2011), available at http://mcgladrey.
com/pdf/wp-using-key-risk-indicators.pdf.

41 Beasley, supra note 1, at 4-5.

e Consider prioritizing or ranking the risks identified.*

® Develop Key Risk Indicators in each risk category
to enable the board and senior management to
monitor potential shifts in risk conditions and pro-
actively address any material changes. In making
this calculation, the board must consider the risks
themselves, the probability and impact of each
risk, and the speed with which each risk could
manifest.*

e Convene periodic inter-business line discussions to
ensure that cross-business line risks are appropri-
ately identified. Such interaction will help avoid
“siloing” within the organization.

® Regularly monitor risk concentrations and exposures.

e Inevitably, certain risks will not be identified or ful-
ly mitigated and losses will ensue. It is critical that
the institution use such incidents as an opportunity
to evaluate how the loss or oversight occurred and
to strengthen the ERM program moving forward.

EMERGING ERM TRENDS

The focus of regulatory supervision is ever-evolving,
particularly in the risk management context. Although
risks of all sizes must be given due consideration in any
ERM, certain risks may warrant special attention in
light of recent enforcement trends by the federal bank-
ing agencies. We believe the following areas should be
priorities for financial institutions:

® Bank Secrecy Act/Anti-Money Laundering Compli-
ance: Since the events of September 11, 2001, U.S.
law enforcement has increasingly enlisted banks
in the fight against terrorist financing, narco-
trafficking, and other illegal flows of money. The
past 10 years have demonstrated that significant
administrative actions and civil and criminal li-
ability can result from failure to comply with BSA/
AML requirements, and BSA/AML compliance will
undoubtedly continue to be an examination focus
for the foreseeable future.**

e Unfair, Deceptive, and Abusive Acts and Prac-
tices (UDAAP): Following a perceived lapse in
consumer protection efforts, the federal banking
agencies have shown increased interest in protect-
ing the public from potentially harmful products
and services. The Dodd-Frank Act’s creation of the

21d. at 5.

$1d.

“ Ralph Sharpe & Meredith Boylan, “Operational Risk:
Increased Regulatory Focus on BSA/AML Compliance and
Third-Party Relationships,” 25(6) J. Tax’n & Reg. Fin. Insts. 41
(July-Aug. 2012).
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Consumer Financial Protection Bureau, empow-
ered with broad authority to regulate the manner
in which consumer financial products and services
are offered to the public, is the latest manifestation
of this trend. Financial services providers should
give careful consideration to how their products
and services could result in consumer harm, confu-
sion, or abuse, and ensure that steps are taken to
monitor for and prevent such outcomes.

Fair lending: The recent home mortgage crisis
renewed concerns over whether lenders were
properly monitoring for potential disparities in
how protected classes were treated in the mortgage
lending process. Even alleged discrimination by
independent third-party mortgage brokers became
the responsibility of wholesale lenders, despite the
fact that the lenders themselves had not discrimi-
nated. Although this outcome was driven as much
by political expediency—the brokers themselves
had largely closed up shop or were otherwise
judgment-proof—as by true culpability, the experi-
ence demonstrates that the mere fact that a coun-
terparty is an independent contractor does not
eliminate risk for the bank.

Information management/privacy: Well-publicized
breaches of customer financial information are a
consistent reminder to financial institutions of the
importance of putting in place robust informa-
tion management and protection systems. Each

financial institution should have in place both a
management system as well as a contingency plan
in the event of a breach.

In seeking to address these and other areas of risk,
it is important to note that complying with the four
corners of the law in one area (for example, compli-
ance with Regulation Z’s Truth in Lending provisions,
or Regulation E’s Electronic Funds Transfers provi-
sions) may not protect a financial institution from
liability in another (such as a UDAAP claim). Every
financial institution should be cognizant of these
emerging risk areas in developing and adapting their
ERM program and must be creative in assessing the
risks they may entail.

GONCLUSION

Risk Management is as much art as science. As news
reports frequently demonstrate, financial institutions
of all sizes occasionally fail to detect the risks faced
by the institution and must suffer the consequences
for such oversight. Ultimately, while no risk manage-
ment program will be able to avoid fully 100 percent
of the risks faced by an institution, the fact that the
institution has an ERM program in place will help
mitigate the losses that result and any collateral im-
pact, including agency enforcement actions, civil and
criminal penalties and reputational harm. |

© @ Civic Research Institute

Authorized Reprint

| AXATION and

D B . — .
REGULATION o
FINANCIAL INSTITUTIONS

Copyright © 2012 Civic Research Institute, Inc. This article is reproduced here
with permission. All other reproduction or distribution, in print or electronically, is
prohibited. All rights reserved. For more information, write Civic Research
Institute, 4478 U.S. Route 27, P.O. Box 585, Kingston, NJ 08528 or call 609-683-

4450. Web: http://www.civicresearchinstitute.com/tfi.html.

September/October 2012 Vol 26 / No 1 NAVIGATING THE EVOLVING RISK MANAGEMENT LANDSCAPE  B1




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


