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Taming the “Wild West”:   
Regulators Take Aim at Unregulated Virtual 

Currencies

MARCuS ASNER, ANDREw JoSEPH SHiPE, AND ALExANDRA L. MittER

Legitimate companies seeking to operate in the virtual currency space  
will be well advised to pay close attention to the changing environment  

and adapt their practices accordingly.  

on May 24, 2013, the arrests in Spain, costa rica, and new York of 
five men associated with liberty reserve S.a. touched off a media 
frenzy over the world of virtual currency.  The u.S. attorney’s of-

fice for the Southern district of new York (“SdnY”) announced criminal 
charges against liberty reserve, creator of a widely-used virtual currency, 
and seven individuals, asserting in the indictment that liberty reserve was 
nothing more than a money-laundering business intentionally “designed to 
help criminals conduct illegal transactions and launder the proceeds of their 
crimes.”1  The arrests were part of a vast international law enforcement effort:  
authorities from 17 different countries reportedly helped with the investiga-
tion and takedown, which included, in addition to the arrests, a number of 
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wiretaps, multiple search warrants, the seizure of five domain names and 45 
bank accounts, and the filing of a civil action against 35 intermediary web-
sites seeking the forfeiture of the intermediaries’ domain names.  u.S. attor-
ney preet Bharara cast the takedown as an “important step towards reining in 
the ‘wild west’ of illicit internet banking.”2  The SdnY believes the $6 bil-
lion case is the largest international money-laundering prosecution in history.  
 while the SdnY press release depicts liberty reserve as a brazen crimi-
nal organization — “the bank of choice for the criminal underworld” — it 
also was quick to distinguish liberty reserve’s activities from those of “tradi-
tional banks or legitimate online processors.”  The takedown and the accom-
panying fanfare, coupled with the government’s explicit nod to “legitimate 
online processors,” underscores the uncertainties involved with virtual cur-
rencies and the increasingly important role that they are beginning to play in 
commerce.  The last few years have seen virtual currencies transition from use 
only on the fringe of the internet economy, to now, when they are beginning 
to be viewed as legitimate means of exchange.  authorities have jumped into 
the fray, seeking to regulate, but not ban, the world of virtual currencies. in 
March, the u.S. Treasury department’s Financial crimes enforcement net-
work (“Fincen”) issued guidance on application of the Bank Secrecy act to 
virtual currency, and one member of the commodity Futures Trading com-
mission has indicated that the cFTc should look into whether consumers 
need protection in the virtual currency arena.3  well-established enterprises 
and investors also are entering the picture, helping bolster the credibility of 
the virtual currency business:  companies like apple are beginning to explore 
the potential uses for virtual currency4 and, perhaps most famously, virtual 
currencies recently received a big boost of publicity when cameron and Tyler 
winklevoss — of Facebook fame — reportedly invested nearly $11 million 
in Bitcoin.5  
 The liberty reserve takedown — while dramatic and purportedly aimed 
at a sprawling and blatant money laundering organization — at bottom dem-
onstrates that the authorities can and will police the world of virtual curren-
cies.  Having taken the step toward “reining in the ‘wild west’ of illicit inter-
net banking,” the authorities have helped clear the way for a regulated, while 
admittedly less colorful, world of legitimate virtual currencies.  regulation is 
the price of legitimacy for the virtual currency world and, if executed prop-
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erly, should enable legitimate companies to compete and innovate, while pro-
tecting consumers and policing against money laundering.  There no doubt 
will be bumps along the way.  The virtual currency world is still relatively 
new, and the regulatory landscape will change as the business evolves.  as we 
discuss further below, legitimate companies seeking to operate in the virtual 
currency space will be well advised to pay close attention to the changing 
environment and adapt their practices accordingly.  

tHe wiLd weSt of yore

 alternative currency exchanges have been around for nearly as long as 
there has been currency, and the form of “coin” and system of exchange seems 
limited only by the scope of a person’s imagination.  The hawala system, 
common in the Middle east and india, dates back to at least the 8th century.  
Historically, a problem with many alternative currency exchanges has been 
that they are unregulated, and therefore susceptible to money laundering and 
abuse by the people operating the exchange system.  everything from works 
of art to t-shirts and dishwashers on the Black Market peso exchange have 
been used to launder money.  and while the hawala system has perfectly legal 
uses, it also has been used for nefarious purposes, ranging from avoiding the 
embargo on iran to allegedly financing terrorism.  
 Two early virtual currency companies — oSGold and e-Gold ltd. — 
tied the value of their online currencies to purported reserves of gold bullion.  
oSGold offered its customers online banking services, but, as it turned out, 
the company and its founder, david copeland reed, also were using oSGold 
to operate a multi-million dollar ponzi scheme.  after fleeing to Mexico with 
duffel bags of cash, reed eventually was caught, convicted, and, in March 
of this year, was sentenced to 51 months in prison.6  e-Gold, like liberty 
reserve, allegedly facilitated money laundering through its lax customer veri-
fication protocols and, in 2008, was charged with money laundering, con-
spiracy, and operating an unlicensed money transmitting business.7  accord-
ing to the recent indictment, liberty reserve and its “lr” dollars are simply 
the next wave of alternative currency systems designed to facilitate money 
laundering.  in fact, the principals of liberty reserve cut their teeth with e-
Gold, operating an e-Gold intermediary called Gold age, inc., which led to 
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them being convicted in 2006 of operating an “unlicensed money transmit-
ting business.”  apparently undeterred, they then allegedly moved to costa 
rica and “set about building a digital currency that would succeed in eluding 
law enforcement where e-Gold had failed.”8  

tHe Law arriveS — virtuaL CurrenCy reguLationS

 early virtual currencies like oSGold and e-Gold no doubt presented 
challenges for people with legitimate interests in creating or using innovative 
methods of exchange.  So it came as no surprise when Fincen, on March 
18, 2013, issued guidance on the application of the Bank Secrecy act to 
virtual currency.9  The Fincen guidance divides the virtual currency world 
into three — sometimes difficult to distinguish — players:  administrators, 
exchangers and users.  

• an “administrator,” like liberty reserve, issues virtual currency and “has 
the authority to redeem (to withdraw from circulation) such virtual cur-
rency.”  

• an “exchanger” is involved in the exchange of a virtual currency for tra-
ditional, hard currency or other virtual currency.  

• a “user” “obtains convertible virtual currency and uses it to purchase real 
or virtual goods or services,” whether by purchasing, earning or digital 
“mining.”  The means of obtaining the virtual currency are not impor-
tant.  users are not regulated under the Fincen guidance.  

 The distinction between the three players in the virtual currency world is 
central to the guidance:  Virtual currency “administrators” and “exchangers” 
are considered “money transmitters” and are regulated under the guidelines, 
while mere “users” are not.  as a money transmitter, a virtual currency admin-
istrator or an exchanger is required to register as a money services business 
(“MSB”) and is subject to Fincen’s regulations, as any ordinary money-
transmitting service dealing in traditional currency would be.  among other 
things, an MSB must register with the Treasury department and renew its 
registration every two years.10  Virtual currency administrators and exchang-
ers also are subject to numerous other Fincen regulations, including re-
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quirements that they implement an anti-money laundering program,11 as 
well as record keeping requirements and reporting obligations.12  Failure to 
register as an MSB is punishable by civil penalty, and operating as an MSB 
without registering is a criminal offense.13  Fincen’s decision to characterize 
virtual currency administrators and exchangers as MSBs has implications for 
state regulation as well, including state-specific licensure requirements.
 at first blush, the definition of “user” could be a bit confusing.  By tying 
the definition to the purchase of goods or services, the Fincen guidelines do 
not tell us whether a seller of goods or services that accepts virtual currency 
is a mere “user” or an “exchanger” governed by the Bank Secrecy act.  Help-
fully, Fincen’s director recently clarified that companies receiving virtual 
currencies as payments for goods or services also qualify as “users” and are not 
regulated under the guidance.14

 Thus, in essence, the issuers of virtual currencies and the intermediaries 
that convert virtual and real word currency back and forth are the players that 
are most affected by Fincen’s guidance.  in this context, Bitcoin appears to 
be an interesting case.  as of this time, it does not appear that there is any 
specific person or entity that could be described as an “administrator” for 
Bitcoin.15  There are, however, many Bitcoin exchangers, and it is exchangers 
that we will now discuss.

tHe Lawmen ride in

mt.gox Seizures

 after Fincen issued its guidance, regulators were quick to pounce.  in 
May, the u.S. department of Homeland Security secured warrants to seize 
the contents of two accounts held by Mt.Gox, a Japanese company and Bit-
coin’s largest exchanger.16  The seizures were purely a regulatory action — 
there was no criminal indictment and no resulting arrests.  Homeland Secu-
rity claimed both that Mt.Gox had failed to register with Fincen as a money 
transmitting service, and that a subsidiary had falsely represented to wells 
Fargo, when opening a bank account, that the company was not engaged in 
the money transmission business.  Homeland Security seized the contents of 
an account at wells Fargo, as well as Mt.Gox’s account at an iowa payment 
processor called dwolla that Bitcoin customers used to deposit traditional 
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currency and buy Bitcoins.  The seizure of the dwolla account also affects 
the Bitcoin users who purchased Bitcoins from Mt.Gox — the money they 
transmitted to dwolla for these purchases was frozen as well.
 The Mt.Gox account seizures underscore the importance of staying on 
top of regulatory changes in a rapidly evolving environment.  according to 
the affidavit submitted in support of the seizures, Mt.Gox opened its wells 
Fargo account in May 2011, nearly one year before Fincen issued its regula-
tory guidance that made clear that Mt.Gox is an MSB. 

Liberty reserve

 The allegations detailed in the SdnY case against liberty reserve pres-
ent a stark example of how virtual currencies can be used to facilitate crime.  
The indictment details how liberty reserve was the “bank of choice” of an 
underworld consisting of drug traffickers, computer hackers, child pornog-
raphers and other criminals.  The indictment asserts that the vast majority 
of liberty reserve’s more than one million users worldwide relied on the 
company’s digital currency to facilitate criminal enterprises and launder their 
criminal proceeds.17

 nor was this a case where criminals took advantage of weak controls to 
launder money through liberty reserve.  rather, liberty reserve’s creators 
allegedly established the company with the specific goal of facilitating crimi-
nal activity, and allegedly made many of the company’s structural decisions 
to further this end.  For example, while liberty reserve required its users 
to provide a name and address, the company allegedly did not verify the 
information provided, allowing one undercover agent to create an account in 
the name of “Joe Bogus,” at “123 Fake Main Street” in “completely Made 
up city, new York.”18  Further masking its users’ identities, liberty reserve 
required customers to use third-party exchangers to effect transactions and 
provided a list of preferred exchangers on its website.  By refusing to ac-
cept any traditional currency itself, liberty reserve’s users and their specific 
transactions effectively were hidden from the company, which helped liberty 
reserve avoid a paper trail.  as if this were not enough, liberty reserve also 
offered its users the opportunity to pay an additional fee for complete ano-
nymity in any given transaction.
 parallel with the criminal case, Fincen announced that liberty reserve 



FiNANCiAL FRAuD LAw REPoRt

630

would be listed as “a financial institution of primary money laundering con-
cern” pursuant to the uSa paTrioT act.19  Together with this determina-
tion, Fincen filed a notice of proposed rulemaking to implement “special 
measures” against liberty reserve, which, if adopted, effectively would cut 
off liberty reserve from the u.S. financial system and would prohibit u.S. 
financial institutions from opening or maintaining accounts connected to 
liberty reserve.20

How tHe weSt iS won — virtuaL CurrenCy BeSt  
PraCtiCeS

 regulators’ increased focus on virtual currency — on balance — should 
be viewed as a positive development for law-abiding individuals and busi-
nesses who use or accept virtual currency or are otherwise involved in the 
virtual currency economy.  actions like those against liberty reserve and 
Fincen’s recent regulatory guidance ultimately should provide an increased 
legitimacy to virtual currency.  By regulating, but not banning, virtual cur-
rencies, the u.S. government effectively is confirming that virtual currency 
administrators and exchangers should act like, and will be treated much like, 
the brick-and-mortar banks we see at every corner or the currency exchangers 
seen in international airports. 
 But as traditional financial institutions well know, regulation — and the 
legitimacy it brings — comes at a cost.  like their traditional counterparts, 
virtual currency administrators and exchangers will need to pay careful atten-
tion to the multitude of laws and regulations to which they are now clearly 
subject.  liberty reserve and the Mt.Gox action provide useful examples of 
the potential missteps.  in addition to registering as an MSB, “know your cus-
tomer” due diligence is a critical practice for virtual currency administrators 
and exchangers.  Mt.Gox, for example, just announced such an initiative.21  
The indictment of liberty reserve focused heavily on the alleged total lack of 
transparency that allowed criminal elements to flourish.  Transparency, both 
to potential customers and regulators, will be vital to the legitimacy of virtual 
currency and the ability of virtual currency to make deeper inroads into the 
mainstream economy.
 For virtual currency users, including retailers who are thinking of accept-
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ing virtual currencies, the considerations will be somewhat different.  Before 
opening a virtual currency account or deciding to accept virtual currency, 
consumers and businesses should do their own due diligence, making sure 
that their chosen virtual currency administrator and/or exchanger has prop-
erly registered as an MSB.  using an unregistered provider could lead to a 
user’s assets being frozen as the result of an enforcement action against the 
administrator or exchanger, as in the case of Mt.Gox.  
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